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Documentation Changes
This table describes the version history for this document.

Version

Date

What's New?

1.5

September
2013

Initial Web-based GUI version of this probe. (Previous
versions of this probe are configured using
Infrastructure Manager).
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Chapter 1: Overview
The Active Directory Events probe generates alerts based on messages from the NT
event logs associated with Active Directory. The probe monitors the event logs Directory
Service, Application, DNS Server and File Replication Service for new messages and
generates alarm messages according to your setup. You can set up the probe to trigger
an alarm each time a log event occurs in windows, which will activate it immediately
every time a new message is put into the event log. Alternatively, you can choose to
check the event log for new messages at fixed time intervals, which will reduces the
system load generated by the probe.
This section contains the following topics:
About This Guide (see page 7)
Related Documentation (see page 8)
Preconfiguration Requirements (see page 8)

About This Guide
This guide is for the CA Nimsoft Monitor Administrator to help understand the
configuration of the Active Directory Events probe.
This guide contains the following information:
■

An overview of the Active Directory Events probe.

■

The related documentation for previous probe versions, release notes, and so on.

■

The configuration details of the probe including information for the fields that are
required to configure the probe.

■

The common procedures that can be used in the probe configuration.

Important! The field description for intuitive terms in the GUI has not been included in
the document.
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Related Documentation

Related Documentation
For related information that may be of interest, see the following material:
Related Documentation
Documentation for other versions of the adevl probe
The Release Notes for the adevl probe
User documentation for the Admin Console
Monitor Metrics Reference Information for CA Nimsoft Probes
(http://docs.nimsoft.com/prodhelp/en_US/Probes/ProbeReference/index.htm)

Preconfiguration Requirements
This section contains the preconfiguration requirements for the Nimsoft Active
Directory Events probe.

Supported Platforms
Please refer to the Nimsoft Compatibility Support Matrix for the latest information on
supported platforms. See also the Support Matrix for Nimsoft Probes for additional
specific information on the Active Directory Events probe.
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Chapter 2: Configuration Details
The Active Directory Events probe is configured by defining one or more profiles,
identifying a set of criteria for event log messages and how they are configured. This
probe allows you to define actions to be done on different event log messages. This
probe is configured to generate alerts that are based on messages from the NT event
logs associated with Active Directory.
This section contains the following topics:
adevl Node (see page 9)
Configure a Node (see page 15)
Add Exclude Profile (see page 15)
Manage Profiles (see page 16)
Delete Profile (see page 16)

adevl Node
This node allows you to view and configure the alarm properties of the Active Directory
Events probe. You can configure the properties of the alarm messages when the event
messages are issued. You can also view and configure the list of event messages of the
current event.
Navigation: adevl
Set or modify the following values that are based on your requirement:
adevl > Probe Information
This section provides information about the probe name, probe version, start time
of the probe, and the vendor who created the probe.
adevl > Properties
This section allows you to configure the alarm message properties that are based
on the event messages. You can also configure the log properties of the Active
Directory Events probe.
■

Description Delimiter: Used to add any character, including special characters,
to replace the existing character as delimiter.
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adevl Node

■

Remove Recurring Delimiter: Removes the repetition of delimiter.
Default: Not selected

■

Run Type
■

Poll: Specifies the time interval for checking the probe at regular intervals.
Default: 30

■

Event: Specifies that the trigger is issued each time a new message arrives
in the event log.
Default: 20

■

Default post subject: Specifies the default message subject of the event log
messages when they are posted.

■

Column prefix: Defines that the prefix entered in this field is sent with each
field name when an event is posted.

■

Log File: Defines the log file where the probe logs information about its internal
activity.
Default: adevl.log

■

Log Level: Defines how much information is written to the log file.
Default: 3-info

■

Maximum Events to fetch: Specifies the maximum number of events that are
fetched from the event log.

■

Fetch alarms on configurator startup: Fetches all alarms at configuration
start-up.
Default: Selected

adevl > Event Log Status
This section allows you to configure the messages in the event log.

Exclude Node
This node allows you to configure the profiles that are excluded from the Active
Directory Events probe. You can also configure the event selection criteria for the
excluded profile.
Navigation: adevl > Exclude
Set or modify the following values that are based on your requirement:
Exclude > Add Exclude Profile
This section allows you to create and activate an exclude profile.
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adevl Node

<Exclude Profile> Node
This node allows you to configure the properties of the Event Selection Criteria of the
exclude profiles.
Note: All the profiles, appearing as child nodes, under the Excludes Node is
user-configurable. Hence, they are referred to as exclude profile throughout this
document.
Navigation: adevl > Exclude > exclude profile
Set or modify the following values that are based on your requirement:
exclude profile > Event Selection Criteria
This section allows you to configure the properties of the event selection criteria of
the exclude profile.
■

Active: Activates the exclude profile.
Default: Selected

■

Log: Specifies the log for which the event log is monitored.
Default: *

■

Computer: Defines the event if the computer name matches event.
Default: *

■

Source: Defines the source from where the event is logged.
Default: *

■

Severity: Specifies the filter for the event if this field matches the severity in the
event log.

■

User: Specifies the filter for the event if this field matches the user in the event
log.

■

Category: Defines the filter for the event if this field matches category in the
event log.

■

Event ID: Defines the filter for the event if this field matches event ID in the
event log.

■

Message String: Defines the filter for the event if this field matches message
string in the event log.
Default: *
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adevl Node

Profiles Node
This node allows you to create the monitoring profile for the Active Directory Events
probe. You can also configure the event selection criteria and set the QoS conditions.
Navigation: adevl > Profiles
Set or modify the following values that are based on your requirement:
Profiles > Add New Profile
This section allows you to create and activate a monitoring profile.
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adevl Node

<Profile Name> Node
This node allows you to configure the event selection criteria of the exclude profiles.
You can also configure the QoS settings of the Active Directory Events probe.
Note: All the profiles, appearing as child nodes, under the Profiles Node is
user-configurable. Hence, they are referred to as profile name throughout this
document.
Navigation: adevl > Profiles > profile name
Set or modify the following values that are based on your requirement:
profile name > Event Selection Criteria
This section allows you to configure the properties of the event selection criteria of
the exclude profile.
■

No propagation of events: Makes the event selection criteria of this profile
unavailable for all other profiles.
Default: Not Selected

■

Log: Specifies the log from the drop-down menu for which the event log is
monitored.
Default: *

■

Computer: Defines the event if the computer name matches event.
Default: *

■

Source/Publisher: Defines the source from where the event is logged.
Default: *

■

Severity: Specifies the filter for the event if this field matches severity in the
event log.

■

User: Specifies the filter for the event if this field matches user in the event log.
Default: *

■

Category: Defines the filter for the event if this field matches category in the
event log.
Default: *

■

Event ID: Defines the filter for the event if this field matches event ID in the
event log.
Default: *

■

Message String: Defines the filter for the event if this field matches message
string in the event log.
Default: *
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adevl Node

■

Run Command on match: Enables Command Executable and Command
Arguments fields.

■

Command executable: Specifies the command to run if an event has the
selected criteria.

■

Command arguments: Specifies the optional command parameters that are
used to run the command in case an event occurs has the selected criteria.

profile name > QoS
This section allows you to configure the QoS properties of the Active Directory
Events probe.
■

QoS Name: Defines the QoS name for event log.

■

Units: Defines the unit value for the QoS.

■

Metric Type Id: Defines the unique id for the QoS.

■

Publishing Data: Triggers the generation of QoS.

■

Publishing Alarms: Triggers the generation of alarms.

■

Time interval (in seconds): Specifies the time interval for the detection of the
event.

■

Alarm Message: Defines an alarm message for the selected profile. You can use
variables in the messages.

■

Level: Specifies the severity level of the generation of QoSalarms.

■

Set Suppression Key: Activates the suppression of message for avoiding the
creation of multiple instances of the same alarm event.

■

Time Frame(Value): Specifies the time interval for the monitoring of the events.

■

Event Count: Specifies the number of times the alarm is generated when the
events are monitored.

■

Post message: Posts the event log message as a Nimsoft message.

■

Post Message Subject: Defines a custom message for the profile.

profile name > Variables
This section allows you to define one or more variables for each profile. You can
define any number of variables on a profile.
Note: The name for two variables cannot be the same.
■

Name: Defines the name of the variable.

■

Source Line: Enables the Source Line Value field.

■

Source Line Value: Defines the value of the variable at which, the threshold
alarm is defined.

■

From Character Position: Specifies the position of the character from where the
source line is defined to extract the variable.
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Configure a Node

■

Source From Position
■

Column: Specifies the position in the column where the source line is
defined.

■

From Character Position: Specifies the position of the character in the
source line.

■

Match Expression: Enables the correct position in the match expression.

■

Operator: Specifies the operator of comparison.

■

Threshold: Defines the threshold value for the variable.

Configure a Node
This procedure provides the information to configure a particular section within a node.
Each section within the node allows you to configure the properties of the Active
Directory Events probe.
Follow these steps:
1.

Select the appropriate navigation path.

2.

Update the field information and click Save.
The specified section of the Active Directory Events probe is configured.

Add Exclude Profile
You can add a monitoring profile which is displayed as a child node under the Profiles
node.
Follow these steps:
1.

Click the Options icon beside the Exclude node.

2.

Click the Add Exclude Profile option.

3.

Update the field information and click Submit.
The profile is saved and you can configure the event selection criteria for the Active
Directory Events probe.
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Manage Profiles

Manage Profiles
You can add a monitoring profile which is displayed as a child node under the Profiles
node.
Follow these steps:
1.

Click the Options icon beside the Profiles node.

2.

Click the Add New Profile option.

3.

Update the field information and click Submit.
The profile is saved and you can configure the profile properties to monitor the
event log status.

Delete Profile
If you no longer want the probe to monitor the event log messages, you can delete the
monitoring profile.
Follow these steps:
1.

Click the Options icon beside the profile name node.

2.

Click the Delete Profile option.
The profile is deleted.
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Chapter 3: adevl QoS Metrics
The following table describes the QoS metrics that can be configured using the Active
Directory Events probe.
Monitor Name

Units

Description

QOS_EVL_COUNT

Count

Windows Events
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